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SYSTEM FOR PROGRAMMING A FACTORY AUTOMATION DEVICE 
SYM USING A WEB BROWSER 

A?P ^^^ \' Tf M s 1 0 t h r r,M n ffvm ai "" m Mi0ft4wees and 

more particularly to a system for cc^AneVork of factory automation devices through an 
internetwork to a monitoring and confer device. 

TtFI fiTF" Vf 'NATIONS 
„ ^ This app.ica.ion is a continuWin-par. of U.S. Patent No. 6,061,603 which is a 
WtZinuation.in.part of U.S. Patent Action No. 09/303,458, which is a cntinuatron-tn-part 
XfUS Patent Application No. 08/92tV This application is also related to the followmg, 
commonly assigned application, entitledWatus for Controlling Internetwork 
Communications," U.S. Patent ApplicJr.No. 08/926,837. The contents of these Apphcattons 
are expressly incorporated herein by reference. 

llAf Kf^BOIlND THF INVENTION 

Remotemonitoringandcontrolofsystemsandprocesseshave^enmanyform, Inthe 

past dedicated lines became the most common forms of communication between a control 
20 system and a remote location. This has limited application since the control system was no. 




accessible from multiple locations. Modems have made i. possible ,o access me cn.ro. system 
from different locations, but these types of systems are generally restricted to down.oad.ng and 
uploading da* flies. Providing any type of control function between locations is rather l,m,.ed 
in mis type of environment. Further, an end user generally requires a customized interface .o 

access the control system. 

With the growth of the Interne and its World Wide Web providing a delivery platform 
for organizing Interne, data through hypertext links, a client server system can be des.gned that 
will provide each end user .he same type of a user friendly interface with the same universal 
access to services on the Web. The Web is a network of documents called sites or pages stored 
on server computers throughout the world. Each page will usually contain .ex., some type of 
multimedia offerings such as graphic images, video, or audio, and possible hypertext links to 
other documents. A browser allows a user * view .he pages and interact wi.h me cho.ces 
associated with it. The browser is a graphical software program that sends commands to me 
toteme. Web site and displays whatever information is available on the page. Various browser 
programs are commercially available from different manufacturers. 

The Internet network employs methods designed to handle thousands of general purpose 
computers sharing a single cable and therefore has no ability to differentiate traffic in terms of tt 
purpose or the criticality of its data. The Interne, is no longer a network of computers shanng a 
single cable, but rafter a web of interconnected point to point links involving both general 
purpose stations and specialized infrastructure components such as routers and firewalls. 

The type of network device used by the end user to connect to the Web is of no regard, 
i e personal computer, work station, PDA, cell phone, etc. Communication over the Internet 
and other networks requires one of several types of protocols. Protocols such as Internet 
Protocol (IP) provide for file transfers, electronic mail, and other services. A Sun Microsystem 
programming language known as Java, along with Hypertext Markup Language (HTML) used » 
designing layouts and graphics for a Web site or page have extended Interne, technology such 
,ha. a web site can be used for dynamic applications, commonly called applels, fat can be 
downloaded and run by the end user. These apple* are interpreted and run withm a Web 
browser and have been generally restricted to word processing and similar uses. Downloadmg 
and running apple* can be slow in comparison * o«her types of compiled languages. Secunty 
rules imposed on a browser and enforced by me underlying Java language prevent apple* from 



obtaining certain data from any other device other than the Web server itself. 

Factory automation devices such as programmable logic controllers (PLCs) and 10 
modules are widely used in industry and process control. Many manufacturers provide factory 
automation information using Microsoft Windows and other types of communication networlung 
environments. These networks are usually slow, are not universally accessible and are limited to 
monitoring and data exchange. Control may be implemented, but since the communication 
networks are non-deterministic, control is not real time. Specialized industrial networks usmg 
proprietary fieldbus alternatives can be very expensive. Conversion products are required to 
allow information carried over those networks to be visible on a general purpose network. There 
are significant installation and other deployment costs associated with the existence of such 
intermediate devices. Firewalls between the Web server and the application are designed to 
solve problems of security and are not designed for high performance. 

Programming a factory automation device, such as a programmable logic controller 
(PLC) in these environments has many shortcomings. With a variety of PLCs available in an 
integrated control system, making changes or updates may be difficult and expensive. The 
program package uses valuable memory within the PLC that can be more effectively utihzed m 
other areas. Sharing of PLC resources to create and edit programs run on the PLC can diminish 

the PLC's capability and utility. 

It would be desirable to develop an automation control system whereby a user could use 
general, commercial networks such as the Internet, in place of specialized industrial networks to 
remotely edit new and existing factory automation control devices such as PLCs. 

U " 
' SUMMARY ™ THF INVENTION 

An object of the present invention includes a system for programming an application 
program controlling a factory automation device on a communication network. The system for 
programming the factory automation device comprises a programming device operably 
connected to the communication network. A program package resident in the programming 
device is used for creating and editing the application program. At least one web page resides on 
the programming device and is operably connected to the program package. The web page is 
accessible to a user using a web browser to edit the application program controlling the factory 
automation device. 



A further object of the present invention is to provide remote programmability of a 
factory automation device contained in an industrial control system. Updates to the operating 
software of the factory automation device can also be transferred through the Internet access. 
Residing in a programming device is a program package accessible to a user on the Internet. 
The user can edit programs controlling the operation of the factory automation device. The 
factory automation device's operating software can be transferred to the programming device 
from a remote location or from the programming device to the factory automation device. 

Yet another object of the invention allows for easy access over a commercial network 
such as the Internet to a device for programming an application program of a factory automation 
device, preferably a programmable logic controller (PLC). Access can be made locally or 
worldwide using a commercial Web browser. The invention is comprised of a control system of 
essential elements including, but not limited to a Web interface, a local network, and a network 
interface to at least one PLC control system running an application program for controlling 
output devices in response to status of input devices. The Web interface runs Web pages from 
an Ethernet board coupled directly to the programming device and includes a hypertext transfer 
protocol (HTTP) interpreter, a programming device driver, a Transmission Control 
Protocol/Internet Protocol (TCP/IP) stack, and an Ethernet board kernel. The Web interface 
provides access to the programming device by a user at a remote location through the Internet. 
The interface translates the industry standard Ethernet, TCP/IP and HTTP protocols used on the 
Internet into data recognizable to the programming device. Using this interface, the user can 
retrieve all pertinent programming data regarding the operation of the PLC, including PLC 
configuration, Input/Output (I/O), registers, operating statistics, diagnostics, and distributed I/O 
configurations. 

Another object of the present invention is to provide an interface between a programming 
device and an industrial control system coupled to a network such as the Internet. 

Another object of the present invention is to provide remote access through a web 
browser to operating program information and data contained in an industrial control system 
having a factory automation device. 

Other features and advantages of the invention, which are believed to be novel and 
nonobvious, will be apparent from the following specification taken in conjunction with the 
accompanying drawings in which there is shown a preferred embodiment of the invention. 
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Reference is made to the claims for interpreting the full scope of the invention which is not 
necessarily represented by such embodiment. 

1? 

/ ppprp nFsrwiPTION P* twf. DRAWINGS 

5 FIGURE 1 shows the a control network according to the present invention; 

FIGURE 2 shows an overview block diagram of a control system illustrating the 
relationship between a user at a remote location and an InternetWeb site used for editing an 
operating program for a factory automation device operably connected to process control system 

according to the present invention; 

FIGURE 3 is a basic block diagram of the present invention illustrating a programming 
device and a factory automation device operably connected to a network; 

FIGURE 4 is a block diagram of the Web server module illustrated in Figure 2; 
□ FIGURE 5 is an alternative embodiment of the present invention; and, 

I FIGURE 6 is a mimic page of the operating program's ladder logic available to a user at 

I aremotelocationutilizingabrowserwhichillustratesme^ 

II application program controlling a factory automation device operably connected to a network. 

iL^f jflii rn nlfcrRtPTlON 

mf)F)/ Although titls invention is susceptible to embodiments of many different forms, a 
V '/referred embodimeVil. be described and illustrated in deta» herein. The present disclosure 
3 ^exemplifies the princes of the invention and is no. to be considered a limit to the broader 
J aspects of the inventiontbthe particular embodiment as described. 

Figure 1 shows an\verview block diagram of a system illustrating the relationsmp 
between a user 2 a. a remoteVation and an Interne, web site 4 used for programmtng an 
25 apphcation software of a fac<o\ auu.ma.ion device, preferably a PLC 32. The user 2 will have a 
programming device, preferably\perso„a. computer (PC) 8, having a commercially avatlable 
browser 10, such as Netscape Corlunication's Navigator or Microsoft's Internet Explorer, 
installed for viewing the contents a.\he web site 4 through a network, such as the Interne, 14 
The PC 8 provides a remote human-m\chine interface (HMI) to the communication network 14 
30 and the devices operably connected on\e network. Various interconnection services are readdy 
available to provide the physical and electa- interconnection from the PC 8 to the Internet ,4. 



The Internet 14 is a collection of independent world wide communication networks that are 
interconnected to eacLher and function as a single connectionless entity. Communication is 
based on a client-serveAbasis, using a number of established protocols that allow for 
communication and fAansfers between the client and the server. The most widely used 

protocol is Internet Protocol (IP). 

The web site 4 includes a network interface 16 having an unique Internet address 18, a 
server 20, and an application program 22. The server 20 acts as a hypertext transfer protocol 
(HTTP) interpreter which u\es Transmission Control Protocol (TCP) in conjunction with 
Internet Protocol, through aVransmission Control Protocol/Internet Protocol (TCP/IP) stack 24 
to interact with the network interface 16 and the application program 22. This enables the 
transfer of the application proLm 22 to the PLC 32 through the Internet 14. The application 
program 22 provides an operating program to the PLC 32. The PLC 32 operating program can 
be created or edited remotely fro\n the PLC and then transmitted to the PLC for use in the 
communication network when deked. The TCP/IP stack 24 enables data transfers over the 
Internet 14 between the user 2 and\he web site 4 as required for the various layers specified by 
the IP protocol. 

The user 2 can connect to the Wemet 14 using one of a number of Internet service 
providers and will enter the address ofVe web site 4 when connected. The web site 4 will 
display a home page which may containW some type of multimedia offerings such as graphic 
images video, or audio, and possible hypertext links to other documents. The browser 10 will 
allow the user 2 to view the page and interL with the choices associated with it. The browser 
10 will send commands to the web site 4 wh\ch will use the application program 22 to display 
whatever information is available from the Plbs operating program. The browser 10 functions 
as a remote human-machine interface (HMI) w\th the communication network and PLC's 
operating program. 

Figure 2 shows a basic block diagram of thWesent invention illustrating an Internet 
interface to a communication network having a PL&32 and a programming device 21. The web 
site 4 includes the network interface 16 having an unUe Internet address 18 and a web server 
30 The web server 30 provides the home page for theVebsite 4. A firewall or security for the 
overall system can be included in the web server 30, butWnerally maintained as part of the 
network interface 16. In addition to providing security forVar ious pages at the site, the user can 
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programs 36 from anywhere a browser 10 is available. A firewall or security for the 
programming device 21 maintained as part of its network interface prevents unauthorized users 
from accessing the program package 33. 

In addition to providing the ability to edit the application programs 36 by providing a File 
Transfer Protocol (FTP) eased view of the application programs 36, file backup and restore can 
be handled through standard programming tools, allowing the user to manage the application 
programs 36 directly and efficiently and to also use standard revision control software to manage 
the application programs 36. Further, since all the symbols can be stored within the 
programming device 21, any device capable of interfacing with the network 14, i.e., PDA, cell 
phone, etc., can be used to ekit the application program 36. Alternatively, the comments and 
symbols can be stored on anAther network device, such as a PC, that is physically separated form 
the programming device 21. \ 

A user at a remote location can edit the operating program of the PLC 32 by accessing a 
web page associated with the program package 33 via the Internet. A mimic page shown in 
Figure 4, represents some of the\ hardware physically connected to the programmable logic 
controller system that can be corktructed utilizing graphical editing techniques that are part of 
the present invention. The preserlt invention allows a user at a remote location, using a browser, 
to create and edit a PLC operatingWogram by adding and deleting various components 
illustrated in the mimic page. Figute 4 shows a simple motor start-stop control in ladder logic 
diagram form that could be available as a mimic page to the user. The mimic page diagram will 
be accessed using a browser which viill allow the user to view the graphic representing the 
operating program of the PLC 32. Rearranging the components on the mimic page will result in 
a different operating program. The program can be saved on the programming device 21 for 
later transfer to the PLC 32. Alternatively, the user can edit or create the PLC's operating 
program without using the graphic minmc page. 

It is also to be understood by one of ordinary skill in the art that the communication 
network can comprise any combination of wired and wireless technology. 

While the specific embodiments have been illustrated and described, numerous 
modifications are possible without departing from the scope or spirit of the invention. 



